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MUST-HAVE CONTROLS FOR SMBS

Five controls can
help small and
mid-sized businesses
protect themselves
against cyber
breaches.

Ithough most cyber

breaches reported

in the news have

struck large com-
panies such as Target and
Yahoo, small and mid-sized
businesses (SMBs) suffer a
far greater number of cyber
incidents. These breaches
often involve organizations
such as local health-care
providers or regional insur-
ance brokers. Although the
number of breached records
an SMB may have is in the
hundreds or thousands,
rather than the millions, the
cost of these breaches can
be higher for SMBs because
they may not be able to
address the incidents on
their own.

Many SMBs have
limited or no resources com-
mitted to cybersecurity, and
some don’t have an internal
audit department to provide
assurance. For these orga-
nizations, the questions are
“Where should we focus
when it comes to cyberse-
curity?” and “What are the

minimum controls we must

have to protect the sensi-
tive information?” Internal
auditors at SMBs can help
answer these questions by
checking that their organiza-
tion has five essential cyber-
security controls.

1. Scan the Network
Regardless of the organiza-
tion’s industry, SMBs must
ensure their network perim-
eter is protected. The first
step is identifying the vul-
nerabilities by performing an
external network scan at least
quarterly. SMBs can either
hire an outside company to
perform these scans, or they
can license software to run
the scans, themselves.
Moreover, SMBs need
a process in place to rem-
edy the critical, high, and
medium vulnerabilities
within three months of the
scan run date, while low vul-
nerabilities are less of a prior-
ity. The fewer vulnerabilities
the perimeter network has,
the less chance that an exter-
nal hacker will breach the

organization’s network.

2. Train Employees
Educating employees about
their cybersecurity responsi-
bilities is not a simple check-
box matter. SMBs not only
need to implement an effec-
tive information security pol-
icy, they also need to ensure
employees are aware of the
policy and their responsibili-
ties. The policy and training
should cover:

© Awareness of phishing
attacks.

Training on ransom-
ware management.
Travel tips.

Potential threats of
social engineering.
Password protection.
Risks of storing sensitive
data in the cloud.
Accessing corporate
information from home
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computers.

€ Awareness of tools the
organization provides for
securely sending emails
or sharing large files.

& Protection of mobile
devices.

€& Awareness of CEO
spoofing attacks.
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In addition, SMBs should verify employees’ level of aware-
ness by conducting simulation exercises. These can be in the
form of a phishing exercise in which SMBs send fake emails

to employees to see if they will click on a web link, or a social
engineering exercise in which a hired individual tries to enter
the organization’s physical location and steal sensitive informa-
tion such as passwords written near the computer screen.

3. Protect Sensitive Information

Management and internal audit should identify and protect
the organization’s sensitive data. Even in small organizations,
sensitive information tends to proliferate across various
platforms and folders. For example, employees” personal
information typically resides in human resources software

or with a cloud service provider, but through various down-
loads and reports, the information can proliferate to shared
drives and folders, laptops, emails, and even cloud folders
like Dropbox.

Internal auditors at SMBs should check that the organi-
zation has performed these tasks to make sure it has a good
handle on the organization’s sensitive information:
© Inventory all sensitive business processes and the related

IT systems. Depending on the organization’s industry,

this information could include customer information,

pricing data, customers’ credit card information, patients’
health information, engineering data, or financial data.

to segment those servers that run its sensitive applications.
This segmentation will result in an additional layer of protec-
tion for these servers, typically by adding another firewall for
the segment. Faced with having to penetrate another layer of
defense, an intruder may decide to go elsewhere in the net-
work where less sensitive information is stored.

5. Deploy Extra Protection for Endpoints

An organization’s electronic business front door also can

be the entrance for criminals or bad actors. Most of today’s
malware enters through the network but proliferates through
the endpoints such as laptops and desktops. At a minimum,
internal auditors at SMBs must ensure that all the endpoints
are running anti-malware/anti-virus software. Also, they
should check that this software’s firewall features are enabled.
Moreover, all laptop hard drives should be encrypted.

A Stronger Defense

In addition to making sure their organization has implemented

these five core controls, internal auditors should advise SMB

executives to consider other protective controls:

©  Monitor the network. Network monitoring products
and services can provide real-time alerts in case there is
an intrusion.

©  Manage service providers. Organizations should inven-
tory all key service providers and review all contracts for

appropriate security, privacy, and data

breach notification language.

©  Protect smart devices. Increas-
ingly, company information is stored
on mobile devices. Several solutions
can manage and protect the informa-

© For each business process, identify an information
owner who has complete authority to approve user
access to that information.

© Ensure that the information owner periodically reviews
access to all the information he or she owns and
updates the access list.

4. Segment the Network
Organizations should make it hard to get to their sensitive
data by building layers or network segments. Although the
network perimeter is an organization’s first line of defense,
the probability of the network being penetrated is at an
all-time high. Internal auditors should check whether the
organization has built a layered defense to protect its sensi-
tive information.

Once the organization has identified its sensitive infor-
mation, management should work with the IT department
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tion on these devices. SMBs should
make sure they are able to wipe the sensitive informa-
tion from these devices if they are lost or stolen.
©  Monitor activity related to sensitive information. SMBs
should log activities against their sensitive information
and keep an audit log in case an incident occurs and
they need to review the logs to evaluate the incident.
Combined with the five essential controls, these controls
can help SMBs reduce the probability of a data breach.
But a security program is only as strong as its weakest link.
Through their assurance and advisory work, internal audi-
tors can help identify these weaknesses and suggest ways to
strengthen their organization’s defenses. [&
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